


OpenVPN for Windows Users

In order to provide secure access to the TeideHPC infrastructure, all
communications will be through a virtual private network (VPN).

Users will receive an email with the configuration files and access credentials
encrypted with their GPG public password.

Its content is as follows:

* 3 files containing the client's certificates.
* 1 client.ovpn file containing the connection data
* 1 README.txt file with the access credentials.

We remember the keys and access files to the VPN and the username and

password are personal and non-transferable.

Download and install

Although Windows 10 has its own VPN client that could be used, we recommend
OpenVPN.

Recently OpenVPN version 3 included changes that affect the connection with
TeideHPC. We recommend using version 2.5 of which can be found in the

following link.


https://build.openvpn.net/downloads/releases/OpenVPN-2.5.0-I601-amd64.msi
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& Control de cuentas de usuario X

;Quieres permitir que esta aplicacién haga cambios en

el PC?

Nombre del programa:  openvpn-install-2.4.0-1601.exe
Editer comprobado: OpenVPN Technologies, Inc.
Origen del archivo: Unidad de disco duro en este equipo

| Mostrar detalles Si b

Cambiar la frecuencia con |a que aparecen estas notificaciones

When required by the installer, indicate that you want to install the TAP device:
]

;Desea instalar este software de dispositivo?

Nombre: TAP-Windows Provider V9 Adaptadores der...
Editor: OpenVPN Technologies, Inc.

£ Siempre confiar en el software de "OpenVPN lnstatr | No instalar I

Technologies, Inc.”.

(1) Solo deberia instalar software de controlador de proveedores en los que confie. ;Cémo puedo decidir
qué software de dispositivo es sequro para instalar?

Import connection profile

After receiving the credentials encrypted with your gpg public key and decrypting
them you will need to put the credential files sent to the client in the config
directory where openvpn is installed.

<« Archivos de programa > OpenVPN > config v O Buscar en config P
. Nombre Fecha de modifica... Tipo Tamafio
sido
) 4 Gl cacrt 11/01/2017 13:58 Certificado de seg.. 2KB
c " o client.ovpn h 11/01/2017 14:47 OpenVPN Config ... 1KB
ntos o 5 es001.crt 11/01/2017 13:58 Certificado de seg... 4KB
| es001.key 11/01/2017 13:58 Archivo KEY 1 KB
s 4

| README.txt 11/01/2017 13:33 Documento de tex... 1 KB
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Connect

Open the OpenVPN client application using the desktop icon or application menu

entry.
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OpenVPN GUI

In the notification area of the desktop find the OpenVPN client icon and in the
context menu (right click) click Connect.

Connect

View Log
Edit Config
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Change Password

Import file...
Settings...
Exit

Once the credentials have been entered, the system is ready to access the
TeideHPC infrastructure.

Log de OpenVPN

Once the credentials have been entered, the system is ready to access the cluster.



Connect

View Log
Edit Config
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Change Password

Import file...
Settings...
Exit
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